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CosgaHue eanHoro LieHTpa MOHUTOPUHTa

OnpeneneHune npas, 06513aHHOCTEN N pa3rpaHUYeHne 30H OTBETCTBEHHOCTU
nepcoHana komnanun (UT- n Nb-cnyxo)

d

sz CooTBETCTBUE TPEOOBaHUSIM PErynsTopoB
: (PepepanbHble 3akoHbl Ne 152-03, 161-P3, 187-93, npukasbl PCTIK Pocecmn Ne 21, 17 n 31,
CTO bP UBBEC n PC BP NBBEC-2.5-2014, mexayHapogHoro ctaHgapta PCI DSS, 1ISO 27001)
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* Windows event log * MexceTeBhblie aKpaHbl

* Web servers * IDS/IPS

* App servers * DNS logs
McquHUKU * Load balancing ¢ CKYL
C06blmu& * Network flow * PasnuyHble gaTymku
dﬂﬂ SI EM ~* Network payload * Cnam-punstpbl

* TpaHsakuny ® AHTMBUPYCHbLIE CUCTEMBI

* [loyToBbLIE CUCTEMBI « * CeTeBble YyCTPONCTBA
* KoHTponnep AqomeHa ° busHec-npmnnoxeHus
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0e moxem npumeHsimbcsi SIEM

NMpumepbl cOOLITUN

@ RU2IEN

CeTteBble aTaku

®dpoa N MOLLEHHNYECTBO

OTKyaa 1 korga 6nokMpoBanuch y4ETHbIE 3anmcu

N3meHeHne KOHq)Mrypaumﬁ «HEe agMunHaMmn»

[NoBbILLEHWE NpMBUNETUA

BbigBneHne HeCcaHKLUMOHMPOBAHHbLIX CEPBUCOB

O6bHapyxeHue HC[ (Bxog nog y4€THOM 3anMCbio YBONEHHOIO COTPYAHMKA)
OTcyTCcTBME aHTMBMPYCHOW 3aLlMTbl HA HOBOM YCTaHOBITIEHHOM KOMIMbOTEPE
N3meHeHne KpuUTn4HbIX KoHurypaumm ¢ VPN nogknoveHnn

KoHTponb BbINOMHAEMbIX KOMaHL, Ha cepBepax U ceTeBoM 0bopynoBaHun
AyOouT n3amMeHeHun KoHgurypaumn (ceteBblix YCTPOUCTB, npunoxeHunn, OC)
AHOMarnbHasi akTUBHOCTb NoSib30BaTens (MaccoBoe yaaneHne/KkonmpoBaHue)
OGHapyXeHune BUPYCHOW anngemmm

O6HapyxeHune ya3BuMocTu no cobuiTmio 06 yctaHoske MO

OnoseLyeHne 06 akTUBHOWN YSI3BMMOCTW MO 3anycKy paHee OTKIHOYEHHOWN CIyXObl
OGHapyXeHue pacnpeenéHHbIX N0 BpeMeHM aTakax

BrnunsHne otkasa B MH(ppaCTpyKType Ha BM3HeC-npoLecchl /



BHeOdpeHue SIEM

Access Control, Authentication * XypHanb / epoB U
DLP-cuctembl pabounx ctaHummn
IDS/IPS-cnctembl * MexceTeBble 3KpaHbl
AHTUBUpPYCHbIE NMPUNOXKEHUNA + CeTeBoe akTUBHOE obopyaoBaHue

+ CkKaHepbl yA3BUMOCTEN

Cucrema MHBeHTapu3auum u asset-
management (a y HekoTopbix CUEM
eCTb Aaxe CBOW BHYTPEHHUN
¢hyHKLUMOHan paboTbl C aKTMBamMM)
Cucrema Beb6-chunsTpaumum
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JluHelika npodykmoe

N 2 «._::-}2_,:,’-' 2 /
%/ RuSEM Q/ RUSIEM Analytics

RVSIEM (free)

— Knaccu4deckoe — KOMMep4yeckad — Moaynb Ansg aHanuaa
pelleHue knacca LM Bepcud knacca SIEM CcOObITMIN, OCHOBaHHbIN HA ML
= .
RUSIEM loC oo RUSIEM Monitoring

— MOoAyI1b UHOWKAaT
KOMIMpomMeTauunun

— MoAyfnb MOHUTOPUHra
NHPOPMALMOHHbLIX CUCTEM, Y3MNOB, MPUSTOXKEHNN
\

@ RUSIE

Bcé non KoHT| ponem
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OcobeHHocmu RUSIEM

NuTerpaumns c FlocCOlNKA
n ceptndmkauna PCTIK Poccun

CoxpaHeHne ncxogHbIx

® ® RAW-cobbITuiA
Vi 4 HeT orpaHnyeHmii

RUS|EM,MQ — $HICRERS NO pasmepy apXMBHOIO

® XpaHunumLia

[MpuBeaeHHas Kk obem
dopmaty obbekTHas
HopManusauus

® KoHHeKTOopbl
OT npou3soanTend

/O\ RUSIEM

BcTpoeHHasa ynpaBnaemas Bcé noa koHTponem

N pegakTupyemas
Koppensauus

Real-time n ucropunyeckas
Koppensuus

Bbicokas npon3BogmMTensHOC
(Cblwe 90000 cobbiThn H

OZHY Hopy)

Hanunymne cobcTBEHHbIX
‘ MOLOYIbHbIX areHToB

\@

HeT orpaHn4yeHnn no Konn4vecTs
COObITUN U NCTOYHUKOB

o o \ PasgeneHne Harpyskn Ha HECKOSbKO
CepBepoB VNV BUPTYarbHbIX MaLUWH

BepTtukanoHas [Opn3oHTanbHas

MacLITabupyemMocTb mMacLITabupyeMocTb .
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JluueH3upoeaHue
Kon-Bo coObITUN B ceKyHAay
(Event per second)

+  [IpOEeKMHLIE UEHBI e 5888 eps
 MooynbHbie cneyugukayuu 5 4608 ZEZ’
* beccpo4Hbie u cpoyHbie TuyeH3uU 5000 eps
. Pa3pa60ml(§ C/TIOXHbIX Napcepos 7500 eps
. Pa3pa60mléa npaesurs Kkoppenasiyuu 10000 eps
“ 12500 eps
15000 eps
20000 eps
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RVSIEM Free
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RUSIEM Analytics

Moaynb aHanusa cobbITu, OCHOBaHHbIN Ha ML

* BbisiBNEHMe noBefeHYeckux aHomanuii MeETogamMm MaLlMHHOTO
oby4eHus B criydasx, Korga forMky MHUMAeHTa HEBO3MOXHO
onucaTtb NpaBuNamMm Koppensumnm

* TexHONOrM4YHOCTb anropUTMOB MALLMHHOIO 00y4YeHs B
npoLiecce noucka aHomMarnuim No3BONAET BhISBIIATL Ha paHHEN
cTagnum n NpeaoTepallaTs BO3MOXHble MHUMAeHTbl B




RUSIEM loC

Mopyrb BbISIBNEHUS yrpo3 Jdis KOPAOPATUBHBIX YCTPONCTB Ha OCHOBE
MHOMKaTOPOB KOMMPOMETALMNS

° ABTOMaTM4eckas HacTpouka
* AHanu3 AaHHbIX 13 bonee Yem 260 OTKPbITbIX NCTOYHUKOB

* Cbop nHaukaTopoB 13 coumnarnbHbix ceten (Telegram, Twitter), peno3suntopues Github,
OaHHbIX NyonuyHbIx T\|-oTyeTOB /
* bornee 250 TbicaY yHUKANbHbIX MHOUKATOPOB B CYTKN, 30 ThICAY N3 KOTOPLIX MMEIOT
HanBbICLLMW YPOBEHb ONACHOCTU
* NHTennekTtyansHag HOpManu3aLuns, o4mMcTka, oborallieHne MHOMKaTopoB
* OnpegeneHne CTENEHN ONACHBCTU KaXaoro MHankaropa Ha 6ase yHMKansHOW

MaTeMaTU4YEeCKON MOAENN PaHXUPO

@ RUSIEM
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RUSIEM Monitori

Cuctema MoHuTOpUHra UTMHDPACTPYKTYPbI C BOZMOXHOCTHIO
WS U BCTPOEHHoW cuctemon HelpDesk

yAaneHHoro agMUHNCTpupoBg

[To3BoNsAET KOHTpONMpoBaTh padboty UT-pelwieHnn, Bxogsmx B
nepumeTp KoMmnnekcHou VIT-nHppacTpyKTypbl

/

MOHI/ITOpI/IHF napamMmeTpoB BCEX KOMIMOHEHTOB

OnoBeLleHne cneumanmsToB, ecriv 3Ha4eHNs OKa3blBalOTCH BHE 3a4aHHbIX paMOK
m/TeanOCTM obopynoBaHus
oTBpaLLeHne 'cboeB B paboTe

[leTanbHbIM aHann3 npous

OnepaTtnBHoe yCTpaHeHUE U N

@ RUSIE

Bcé non KoHT| ponem
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[MocTpoeHue
Tpa MOHUTOpPUHra

(SOC)

/ [IpnMmepbl NPOEKTOB
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Ve
3adadyu SOC

LleHTp MoHUuTOpUHra nHcpopmaumoHHon 6esonacHocTu (Security Operations
Center, SOC) — CTPYKTYpPHOE noapasaeneHne opraHmsauum, oTeeyaroLlee 3a
ornepaTMBHLIA MOHUTOPUHT I T-cpeabl n npeaoTBpalleHne KUbepnHUNOEHTOB.
Cneumnanuctbl SOC cobupatoT n aHann3upyrT JaHHble C pas3nnYHbIX 0ObEKTOB
MHPAaCTPYKTYPbI OpraHusaLu u npn oGHapyXeHUn Nogo3pUTENbLHON akTUBHOCTY
NPUHUMAKOT MePbI ANA NpeaoTBpaLleHNs aTaku

* [10CTOSIHHbIN MOUCK, MOHUTOPWHI U aHasriM3 BTOPXEHUI

* [lpoakTUBHOE NMpeaoTBpaLleHne yrpos

* [NpoBepka ceTen KOMNaHUM Ha YA3BMMOCTb U aHanu3 NHUMAEeHTOB 6e30nacHOCTH

° QunbTpauus NoXHblX cpabaTtbiBaHM U BbICTPasa peakuns Ha NOATBEPXKAEHHbIE UHUWMAEHTDI

* [NogrotoBka oT4yeTOB 06 aKkTyanbHOM cocTosiHUN UT-nHppacTpyKTyphl,
3aperncTpupoBaHHbIX NMHUMAEHTAX N OEUCTBUAX NOTEeHUMAmNbHbIX 3/TOYMbILLTIEHHUKOB

ooooooooooooooo
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/
SOC Ha RUSIEM

SOC ObIn pa3BepHYT ANA paga KPyrnHbIX 3aKka3vyMKoB Ha Oase
SIEM-cuctembl RUSIEM coBmecTHO ¢ napTHepamu

onepator N21 \ 3p TE NEKO

MHCIJOpMBLI.MOHHhIM

ooooooooooooooo
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Telegram-kaHasnbl RUSIEM
/

https://t.me/rusiem
rnocrieOHUe Ho8ocmu, 8akHble cobbimus

|

https://t. me/rusiemsupport

803MOXXHOCMb BbICMPO c853aMbCS C MEXHUYECKO
Moooep>xKKou

nnnnnnnnnnnnnn
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Cnacubo 3a eHumaHue!

& . www.rusiem.com

& info@rusiem.com
S +7(495)748-83-11
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http://www.rusiem.com/
mailto:support@rusiem.com

