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RUuSIEM

Poccunckasa komnaHus, 3aHMMatloLasica co3gaHnem peLleHn B obnacTu
MOHUTOPUHra 1 yrnpasneHnusa cobbiTuaMn MHpopmalnoHHON 6e30nacHOCTH
n UT-nHpacTpyKTypbl HA OCHOBE aHanmus3a AaHHbIX B pearibHOM BpeMeHHU

OpHa 13 BeayLwmx BbICOKOMPON3BOAUTESNbHLIX U MOSTHOMYHKLMOHANbHbIX
poccunckmnx SIEM-cuctem no COOTHOLLEHUIO LieHa/KavyecTBO
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SIEM-cuctema RUSIEM - aTto agpo
cuctembl MHOPMALMOHHOU OE30MaCHOCTMU

TexHonorna SIEM obecrneuynBaeT MOHUTOPUHT N aHanmM3 cobbITU B pearibHOM BPEMEHM,
NCXOOALLNX OT CETEBLIX YCTPOMUCTB N NPUSTOXEHUIN, N MO3BONSET pearmpoBaTb Ha HUX OO0
HaCTYMMNeHNs CywecTBeHHOro yuiepba
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RUuSIEM loC Q RUuSIEM WAF

MOAYIb UHANKATOPOB pelleHne Ans 3awnTbl
KoMnpomMeTaLum BEO-NPUNOXEeHUI

RuSIEM Analytics

MOAynb AN aHanmaa
coObITUN, OCHOBaHHbIN HA ML

rusiem.com O RUSIEM


https://rusiem.com/

HoBbIN NpoayKT

O

RUSIEM

WAF

“© RUSIEM


https://rusiem.com/

OcHoBHble 3agayn RUSIEM WAF
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3awmuTa oT aTak MOHUTOPUHT PunbTpaumns HacTtpanBaemble
Tpadmka KOHTEeHTa npasuna
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OTyeTHOCTL U UHTerpauumsa ynyudweHue BupTyanbHbIn
aHanuTuka Cc Apyrmmu NPOMU3BOAUTEJSIBHOCTU  naTyuHr
cucTtemamm
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OcHoBHble 3agayn RUSIEM WAF

« 3awmTa oT aTtak

RuSIEM WAF adhhekTnBHO B6510KMpPYET pacrnpocTpaHeHHbIE Yrpo3bl @
* SQL-nHbekuunm
* XSS (MexcanToBbl CKPUMTUHT)
* DDoS-ataku

° W apyrne ya3BMMocCTy
obecneymBasi 6€30NacHOCTb AaHHbIX N LENMOCTHOCTb NPUIOXEHUS

* MOHUTOPUHr Tpaduka

RuSIEM WAF HenpepblBHO oTcrnexmnBaeT U aHanuampyet HTTP/HTTPS-Tpadouk,
BbISIBMAS aHOManum n noTeHunanbHble Yrpo3bl B pearibHOM BPEMEHM
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OcHoBHble 3agayn RUSIEM WAF

« PUnbTpaUmnsa KOHTEeHTa h
RuSIEM WAF moxeT dounstpoBaTtb 1 MoandmumpoBaTth 3anpochkl U OTBETHI, NpegoTepallad k.
.

nepenadvy Bpe4OHOCHOro KOHTEHTA U 3aLuuLLas nonb3oBartenen ot ULLKMHIa n gpyrmux
MOLLEHHUYECKUX OENCTBUN

- HacTtpaunBaemble npaBuna

[Monb3oBaTtenm RUSIEM WAF moryT HacTpamBaTbk npasunia 6e30nacHOCTU B 3aBUCUMOCTU OT
cneundonkn NPUIOXKEHUs, YTO NO3BOMAET rTMOKO pearMpoBaTb Ha HOBbLIE YrPOo3bl U adanTUpoBaTbLCA
K USMEHSAILLMMCS YCITOBUAM

 OTYEeTHOCTb M aHaNUTUKa
RuSIEM WAF npegoctaBnsieT nogpobHble OTYETLI 0 COObITUAX 6€30MacHOCTU, YTO NOMOraeT

agMUHUCTPaTopam aHann3npoBaTb NHUWMAEHTbI, BbIABATb YA3BMMOCTU 1 ynydllaTb 06LLyto
3alnTy BEG-NPUNOXKEHUI
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OcHoBHble 3agayn RUSIEM WAF

* WUHTerpaumusa c aopyrumm cuctemamm

RuSIEM WAF MOXeT ObITb MHTErPUPOBAH C CUCTEMaMM yrnpaBreHns 6e30MacHOCTLIO,
4YTO obecrneymBaeT KOMMMEKCHbIN noaxo K 3awmnte UT-nHdppacTpykTypsbl

* YJ1yq weHue npom3BoaAnTesibHOCTU

RuSIEM WAF npegnaraet oyHKUNM KILLUMPOBAHUSA N CXaTUS JaHHbIX, YTO MOXET NPUBECTU K
YNy4LEHNIO CKOPOCTN 3arpy3kn BeD-NpunoXXeHnm

* BupTyanbHbIW NaTYMHr

RuSIEM WAF obecneunBaet 3alwmTty oT ysi3BUMOCTEN B NporpamMmmHom obecneveHun 6e3
HEeobxoaMMOCTM HENOCPEACTBEHHO OOHOBNATL NN ncnpaenaTbe camo 0. BmecTo aToro
NPUMEHSIOTCSA BHELLUHWE MEPbI, KOTOPble DNOKNPYIOT SKCNyaTaumio Ya3BUMMOCTUN U3BHE
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KntoyeBble ocodbeHHocTn RUSIEM WAF

[ padonyecKkMn KOHCTPYKTOP AN CO34aHMNA NpaBun

[Mbkas cmcrtema HacTPOWMKM NMpaBuUI
*  Bblbop dasbl paboTbl NpaBuna
» Bo3MOXHOCTb NOCTPOEHNS Kackaaa npasun (cpaboTka ogHOro npaswuna, NposouupyeT paboTy apyroro)

B0O3MOXHOCTb 3anycka B KOHTEUHEPU3UPOBAHHOW cpeae

[Mogaepkka Astra Linux

Bbicokasi Npon3BOAUTENbHOCTL NPY Manom noTpebneHnn pecypcos
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JlnueHsnpoBaHne

Konn4yecTtBo 3anpocoB B CeKyHAY
Requests per second (RPS)

1
 MoayrnbHble cneymgukaumnm 10 000
20 000
« BECCPOYHbIE n cpo4vHble nuueH3nu 30 000

« Paspabortka npasun 100 000
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RUuSIEM WAF

<

Web application firewall

2024

TecTupoBaHue

2025

Penus ans WwmMpoKoro pbiHKa
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I1na Hac rnaBHoe

CnblllaTth 3aKa3dnka U NOHMMaTb ero NnoTpebHocTy,
a TaKkKe 1 akTUBHO y4acTBOBaThb B OriepaTUBHOM peanusaunn 3anpocoB
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[TognucbiBanTech B Telegram

RUSIEM @rusiem

nocreaHne HOBOCTU, BaXKHble CODbITUSA

RUSIEM Support @rusiemsupport

BO3MOXXHOCTb ObICTPO CBA3ATbCS C TEXHNYECKOWN NOOOEPKKOMN

https://t. me/rusiemsupport
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